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It can be hugely beneficial if used legitimately, but 
can also be used by criminals to steal data. What is 
screen scraping and is it safe?

To some people, cryptocurrency is the newest and 
most exciting application to the electronic payment 
market, with many jumping at opportunities to 
trade these currencies for profit. But what are the 
risks?

With so many businesses affected by the recent 
community unrest, this devastating situation has 
also highlighted the importance of insurance for 
small business. If the last 18 months has taught 
us anything, it is to expect, and plan for, the 
unexpected.



This issue of Money Smart News comes just as 

National Savings Month comes to an end, an 

ideal opportunity to reflect on what some of our 
2021 MSWSA participants had to say about the 

all-important topic of saving. 

In this issue, we also look at the topic of screen 
scraping, why cryptocurrency needs to be 
approached with caution, the all important topic 
of business insurance, especially given the impact 
on businesses this past month with the community 
unrest in KwaZulu Natal and Gauteng.

Research shows that over two-thirds of South 
Africans do not save. Its time for a change in our 
savings culture, starting now! 

“Break down what is your essential spend, saving 
spend and non-essential spend. Set goals for all 
of your money and draw up a detailed budget of 
income and expenses. Identify which aspects of 
your spend are a ‘want’ and which are a ‘need’. 
Finally, make sure you have enough money put 
aside for emergencies or unexpected expenses.” - 
Cassandra Ison: 27Four Investment Managers.

 “To be financially resilient means that we are able 
to cope during a time of crisis. COVID-19 and the 
impact of the lockdown regulations certainly is 
a time of crisis. The reality of the pandemic has 
reminded us of the importance of emergency 
savings” – Darren August: The Association for 
Savings and Investment South Africa.
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“There are no magic secrets when it comes to 
making your money grow. Remember, each year, 
everyone has a financial goal they want to meet, 
which cannot be achieved without planning. You 
can either spend, save or invest your money” 
- Fikiswa Manku: Financial Education Manager, 
Nedbank.

“With the COVID-19 pandemic affecting many 
livelihoods due to job losses, many individuals 
find themselves with no savings to assist them 
whilst they search for other jobs. Having money 
saved is what provides the means for you to take 
advantage of situations. Whether it is going back 
to college, starting a new business or buying 
shares or stock when the market crashes” - Tendai 
Ratisai: SASFIN.

Look out for our next issue of Money Smart News 
when we will be celebrating Women’s Month and 
looking at women and their finances.

Keep up to date by following Money Smart Week 
South Africa on social media:

Facebook: @MSWSA 
Twitter: @MSW_SA
LinkedIn: @MSWSA
www.mswsa.co.za

LOOKING BACK ON JULY: 
SAVINGS MONTH

https://www.facebook.com/MSWSA/
https://twitter.com/MSW_SA
https://www.linkedin.com/company/moneysmartweeksouthafrica/
http://www.mswsa.co.za
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With the increase in the use of electronic 

payments and online shopping around the 

world, and the growing role played by financial 
technology (fintech) when it comes to payments, 
the modus operandi of criminals is, unfortunately, 

also constantly changing and advancing. It is 

important for consumers to be up to speed with 

these evolving scams to make sure that you do 

not fall for them. This includes the increasing 

issue of screen scraping.

Individual risk

In fact, most people may be unaware of what screen 
scraping actually is, and that they may already 
have been subjected to it. By simply giving a 
third-party or software programme access to your 
financial information, consumers are potentially 
being exposed to the risk of screen scraping, and 
the potential of a significant financial loss. While 
this scenario is more relevant for retail consumers, 
the risks are also significant for businesses that 
sign over authority to a third-party to access their 
banking and client information.

The recent Protection of Personal Information Act 
(POPIA), which came into effect on 1 July, is a data 
protection law to protect people from harm by 
protecting their personal information. 

But what is screen scraping all about and 
how can you prevent yourself from being 
caught?

Screen scraping occurs when someone makes 
an online purchase and is prompted to provide 
their internet banking login details to process 
the payment. Instead of being directed to their 
banking site, you are re-directed and taken to a 
fraudulent website where the criminal third-party 
can then log into your banking account, using the 
details provided. 

The criminals are then able to make a payment to 
a store or merchant on your behalf.

In 2020, the South African Reserve Bank (SARB), 
the Payment Association of South Africa (PASA) 
and the Financial Sector Conduct Authority 
(FSCA) issued a joint statement warning 
consumers  about the risks associated with instant 
online EFT (electronic fund transaction) payments, 
particularly in relation to screen scraping. 

PRACTISE CAUTION WHEN 
SHOPPING ONLINE! 

Who are you giving your banking details to without knowing! - 

Online shopping and Screen Scraping
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Businesses and individuals need to become 

extra vigilant in protecting themselves and 

take the necessary precautions to avoid screen 

scraping. 

This is especially relevant for entrepreneurs 

who have started small businesses over the 

last year to counteract the financial effects of 

lockdown.  This information is important for 

these types of small business embarking on 

payment solutions for their clients. 

•  Read carefully through the terms and 

conditions on any website before 

clicking “accept”. 

•  Use a security testing tool before 

accepting the terms and conditions, 

and make sure that no high risks are 

identified. If anything is highlighted, 

immediately let the website host know 

so that they can make the necessary 

adjustments. 

•  If using cloud-based software, use both 

testing and sandbox technology to 

acquire a real-world analysis of security 

gaps, (Sandboxing technology uses 

virtual servers to test software in an 

isolated environment). 

•  Inquire if your third-party software 

vendors use open-source tools in their 

products. 

•  Find out how third-parties deal with 

open source, and what precautions they 

have taken to avoid risks. 

•  Make sure that the third-party has a 

way to track and identify open-source 

codes, so that they can develop patches 

quickly if their product is identified as 

vulnerable. 

•  Individuals should not share their 

login credentials with any third-parties 

other than their own bank’s legitimate 

platforms. 

•  If there is suspicion of any fraudulent 

activities, reset login credentials 

immediately. 

Screen scraping can be hugely beneficial if used 

legitimately, but can also be used by criminals 

to steal data. Remember to arm yourself with 

as much information as possible to distinguish 

between a legitimate scraping transaction and 

a criminal one.

The statement reiterated the importance of 
consumers educating themselves about the risks 
and benefits of making payments online and 
acknowledged that it is becoming exceptionally 
difficult for regulators and the financial industry 
alike to contain these types of crimes before vast 
amounts of money are lost.

Business Risk

Businesses have also been experiencing massive 
repercussions of screen scraping, as third-parties 
can gain access to the company’s data which often 
includes secure information about their clients. 



THE DON’TS AND DON’TS OF 
CRYPTOCURRENCY

Open your eyes to the many potential risks of digital currency

To some people, cryptocurrency is the newest 

and most exciting application to the electronic 

payment market, with many jumping at 

opportunities to trade these currencies for profit.

Cryptocurrency is a digital currency that can 
be used to buy goods and services. It can be 
used for investments and even to raise capital 
for companies who want to avoid traditional 
funding routes. Crypto assets, as they are called, 
are traded, transferred and stored electronically. 
You may have heard of Bitcoin or Ethereum, but 
did you know that there could be as many as  
10 000 different types of cryptocurrencies traded 
globally?

The topic of cryptocurrency was one of many 
topics unpacked during Money Smart Week 
South Africa (MSWSA), earlier this year, with its 
importance being brought into the spotlight again 
ahead of National Savings Month in July. 

The Financial Sector Conduct Authority (FSCA) 
offers consumers some important warnings when 
it comes cryptocurrency.

Why is cryptocurrency popular?

Cryptocurrencies are making inroads into the area 
of fintech, specifically because of its Blockchain 
Technology, a system of recording information in a 
way that makes it difficult or impossible to change, 
hack, or cheat the system.  

“Fintech products and services are increasingly 
starting to attract new customers and this stems 
from the fact that fintech products generally 
offer lower costs and tend to be easy and fast 
to use. They also tend to have features that are 
not typically seen within the realm of traditional 
products and use data that personalize features 
which become specific to consumers. This results 
in many consumers becoming attracted to this 
type of financial transaction, leading these 
products to grow in prominence,” explains Kagiso 

Mothobi Department Head for the FinTech Unit at 

the FSCA.

Cryptocurrency itself has become popular because 
of the low fees associated with it, the ease of 
trading, the fact that they are not related to any 
government or country, and the perception that 
using cryptocurrency to pay for things may be a 
lot safer than traditional payment options. 
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Why can cryptocurrency be risky?

Cryptocurrency exchanges have been prone to 
hacks and other criminal activity. For this reason, 
crypto is considered to be a risk, as these security 
breaches have led to sizable losses for investors who 
have had their digital currencies stolen, never to be 
seen again. Frauds and scams are also rampant in 
the crypto industry.

The FSCA issued a warning earlier this year, stating 
that it had ‘noted with concern’ the increasing 
volume of crypto asset-related losses suffered by 
financial consumers earlier this year.

These risks are further compounded by unregulated 
firms targeting consumers with marketing material 
that highlights the rewards, but not the potential 
downside and possible risks when it comes to 
investing in cryptocurrency.

Cryptocurrency is also considered an extremely 
risky investment as there is a higher chance that you 
may lose more than you gain. Often, newcomers 
to this type of trading can suffer major losses 
with their first investments, until more experience 
and knowledge is acquired. It is important to do 
your research, and to only invest money that you 
can afford to lose. Start investing with a realistic 
expectation. It may also be helpful to set investing 
limits for yourself.

Because crypto-related investments are not 
regulated by the FSCA or any other body in South 
Africa, if something goes wrong, you are not likely 
to get your money back and will have no recourse 
against anyone.
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Go to https://youtu.be/BNv0stuq75E to watch a panel discussion about cryptocurrency.
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How to protect yourself:

Don’t trade without a plan

Having a strong and well-thought-out trading plan is 
essential. Most people who fail in the crypto market 
begin trading without a plan. Having a well thought out 
strategy gives you direction because you will be able to 
decide what to trade, as well as when and how much to 
invest.

Don’t select cryptocurrencies without 
research

If you decide to start cryptocurrency trading, it can be easy to follow the trend and not think things 
through. You need to know exactly what you are getting into, which means researching before 
selecting the crypto in which to trade.

Don’t be greedy

The biggest enemy of every crypto trader is greed. You should follow the limits you have set for 
yourself, whether it is related to profits or to losses. If you don’t take profits or follow what is called a 
stop-loss, you could end up worsening your own financial situation. A stop-loss is an advance order 
put in place to sell an asset when it reaches a particular price point.

Don’t let your emotions take control

One of the biggest mistakes that every crypto trader needs to avoid when trading is to let their 
emotions get in the way. Due to the volatility of the crypto market, the fluctuations in price can 
be sudden and drastic, which makes it easy for anyone to panic. However, this is where you need 
to control your emotions and stay calm. Rather than making decisions in a panic, you should think 
carefully, assess the situation, and then decide what to do.

It is for all of these reasons and risks that the FSCA is working at finding measures to regulate 
certain aspects and players in the crypto asset space, with South Africa to soon officially implement 
cryptocurrency trade and investment laws.

Money Smart Week (MSWSA) is a financial education drive aimed at motivating and empowering 
South Africans to become more educated about their finances, with education about protecting your 
hard-earned money and better managing your finances being at the centre of this campaign.

Go to www.mswsa.co.za for information about this and other important financial topics to help you 
better manage your money, as well as advice about how to save and invest safely.

https://youtu.be/BNv0stuq75E
http://www.mswsa.co.za
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The looting and destruction seen in KwaZulu 

Natal and Gauteng this month has left many 

businesses destroyed or badly damaged, some 

beyond the point of recovery.

Some large companies may have special risk 
insurance with the South African Special Risks 
Insurance Association (Sasria), the only state-
owned non-life insurance company that provides 
voluntary cover against unique risks including civil 
commotion, public disorder, strikes and riots.

And while Sasria predicts that the pay-outs they 
will have to make over the coming months will 
be the highest in its 42-year history, they have 
undertaken that all legitimate claims by business 
and homeowners will be met.

The question is, how many businesses affected 
by the recent protest action have insurance cover, 

specifically Sasria cover? The bottom line is that 
many businesses affected don’t have insurance 
cover and they will not be able to recover from the 
damage and losses incurred.

The South African Insurance Association (SAIA), 
the representative body of the non-life insurance 
industry including Sasria, has urged all insurance 
policy holders, including both large and small 
businesses, who have suffered losses or damage 
to property and or business operations, to reach 
out to their respective insurance companies or 
brokers and registered financial intermediaries or 
planners for assistance.

While this devastating situation will come to 
an end, and insurers and the greater business 
fraternity will work together to get business back 
on their feet as quickly as possible, this situation 
has also highlighted the importance of insurance 
for small business.

THE IMPORTANCE OF 

BUSINESS INSURANCE

If the last 18 months has taught us anything, it is to expect, and plan 
for, the unexpected.
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risks. While some might view business insurance as 
an additional expense, insurance should rather be 
viewed as a prerequisite expense for any business.

Many business owners work so hard to get a 
business up and running and having the right small 
business insurance cover is important to safeguard 
your business, should an unfortunate event occur.

Before the current surge in violence and unrest, 
the COVID-19 pandemic and subsequent lockdown 
resulted in small businesses being very hard hit. 
Many business owners may have thought that a 
global pandemic, or provincial rioting of such 
enormous scale, might only be a once-off event, 
the reality is that an emergency or catastrophe 
can happen at any time.

There are many options to consider when looking 
at adequate business insurance, based on the type 
of cover you need and the size of your business. 
Getting appropriate cover is essential, to make sure 
that you are not under or over-covered, and that 
you have peace of mind should your business be 
affected by theft, fire, floods, storms or accidents. 
Small businesses can also take out insurance 
against legal action, business interruption, as well 
as reputational damage.

While the options may seem overwhelming, 
speaking to an authorised financial planner or 
advisor, can help to assess the type of insurance 
that your business may need.  Always remember 
to read the small print when it comes to signing 
an insurance policy, and to make sure that you 
know what you are, and what you are not, covered 
for, including damage and theft caused by public 
rioting.

If the last 18 months has taught us anything, it is to 
expect, and plan for, the unexpected.

SAIA is one of the organisations that took part 
in and helped to coordinate Money Smart Week 
South Africa (MSWSA), a national financial literacy 
campaign aimed at motivating and empowering 
South Africans to become better educated about 
their finances.

For more information about SAIA, please go to 

https://www.saia.co.za/.

To learn more about the SA Special Risks 

Insurance Association, go to https://www.

sasria.co.za/.

To learn more about how to better manage your 

personal and business finances, please go to 
www.mswsa.co.za.

Remember to follow Money Smart Week South Africa on social media and go to www.mswsa.co.za 

to keep up to date with all the latest news and to access the MSWSA 2021 video library. 
Facebook: @MSWSA  

Twitter: @MSW_SA 

LinkedIn: @MSWSA 

Instagram: money_smart_week_sa

https://www.saia.co.za/
https://www.sasria.co.za/
https://www.sasria.co.za/
http://www.mswsa.co.za.
http://www.mswsa.co.za

